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Abstract

Directory Bruteforce Attack is used to determine possible vulnerable directories (such
as cgi-bin, _vti_bin) and find directory listings that may contain sensitive secret
information or list of files to be used as hotlinking — which eats huge bandwidth. It is
also used to determine targeted web site directory structures to understand more about
its web application infrastructure. There are many tools (CGIScan, Paros, DirBuster
from OWASP.org ...etc) that aids in directory bruteforcing using predefined
dictionary or vulnerable words list.

The following screenshot shows directory listing vulnerability of hackin9’s mirror
site. Hackin9 is a currently prominent Commercial Hacker E-zine site.
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Index of /system

Tcon Hame Last modified Size Description

[DIR] Parent Directory -

[DIR] cache/ 13-Apr-200T7 13:14 =
[DIR] codeigniter/ 2T7-Jan-200T7 09:20 -
[DIR] database/ 2T7-Jan-2007 09:20 -
[DIR] fonts/ 27-Jan-2007 09:20 -
[DIR] helpers/ 27-Jan-2007 09:19 -
[DIR] language/ 2T7-Jan-2007 09:19 -
[DIR] libraries/ 27-Jan-2007 09:20 -
[DIR] logs/ 27-Jan-2007 09:20 =
[DIR] plugins/ 27-Jan-2007 09:19 -
[DIR] softwarecms/ 11-Mar-2007 22:34 -

Apache/2.0.34 (Debian GNU/Linex) DAV/2 SVN/1.1.4 PHP/3.0.5-Debian-0.8~sargel mod_ssl/]
Port 80

Defensive Measures

1. Using blank index.htm

Putting blank index.htm simply prevent directory listings from displaying to site
visitors. Write some texts like “Your access has been logged’ if you wish to fool script
kiddies.

2. Preventing with .htaccess in Apache web server
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In .htaccess, write

Options —indexes

Note: Only .htaccess which is at root directory affects all subdirectories.
3. Suppressing error messages

When an application fails to read non-existent files, it issues a “file not found” error
messages along with invalid path name. Attackers can deliberately make the
application burst out noisy error messages by posting invalid requests. The following
IS an error message of hakin9 site that reveals server system directory:
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A PHP Error was enconntered
Severity: Warning

Message: file get contents(/var'www/ wydawnictwocms/files haking PDF Version/3375/Choc
[function file-get-contents]: failled to open stream: No such file or directory

Filename: controllers'rdownload php

Line Number: 32

The three above options may prevent directory listing.
But ...

It will not stop bad guys. If they see certain directories exist because of directory
listing denied message, they can also Bruteforce files names for digging possible
sensitive files:

Dictionary Words + Common File Extensions (txt, htm, exe, pdf, xls, doc ...etc)

A tricky approach is to use error 403 Forbidden message exactly like error 404
Not Found message.
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Attackers cannot get any clues about which directories actually exist or not.
Nevertheless, smart attackers can write a simple script or program that easily
determines actual existence of directories by analyzing server response headers.

Even if they Bruteforce file names, it will take them much longer. As their attempts
are significant and are heavily logged in application firewall or web server logs. You
can easily detect them by simply searching 404 in access logs.
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